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S6: 16 /KH-STTTT Bk Lk, ngay 24 thing 0 Indm 2024

KE HOACH
Dao tao, boi dudng ning cao trinh df va ky ning chuyén doi so
cho can b§, cong chirc va vién chirc tinh Pak Lak nam 2024

I. CAN CU LAP KE HOACH

Quyét dinh s6 21/QP-TTg ngay 06/01/2021 cua Thu twong Chinh phu vé
phé duyét Pé an “dao tao va phdt trién nguén nhdn lwc an toan théng tin giai
doan 2021 - 2025;

Quyet dinh s6 146/0D-TTg ngay 28/01/2022 ciia Thii twong Chinh phu vé
phé duyét Pé dn “Nang cao nhan thirc, phé cdp ky ndng va phdt trién nguon nhan
lire chuyén déi s6 quoc gia dén nam 2025, dinh hudng dén nam 2030,

Nghi quyet s6 37/NO-HPND ngay 09/12/2020 cua Hoi dong nhan dan tinh
théng qua Pé an “Xay dung thanh pho Buén Ma Thudt tro thanh do thi thong

minh giai doan 2021 - 2025, dinh huéng dén nam 2030 va tam nhin dén ndm
20457;

Nghi quyet 56 04- NO/TU ngay 02/4/2021 cua Ban Chdp hanh Dang bg tinh
vé chuyén doi sé tinh Pk Lk giai doan 2021-2025, dinh hwdng dén ndam 2030;

Ké hoach sé 10717/KH-UBND ngay 30/11/2020 ciia UBND tinh Vvé ing
dung cong ngh¢ thong tin trong hoat dong cua co quan nha nudc, phat trién Chinh
quyén so va bao dam an toan thong tin mang giai dogn 2021-2015;

OQuyét dinh s6 3330/0D-UBND ngay 29/11/2021 cua UBND tinh vé viéc
ban hanh Ké hoach chuyén doéi so tinh Dak Lak, xdy dung thanh pho Buon Ma
Thuot tro thanh doé thi thong minh giai doan 2021 - 2025, dinh huong dén nam
2030;

?Ké’ hoach s6 203/KH-UBND ngay 29/12/2023 cua UBND tinh vé Ké hoach
chuyén doi so tinh Pak Lak nam 2024.
II. MUC PiCH, YEU CAU
1. Muc dich

- bao tao, nang cao klen thirc, k§ nang vé an toan thong tin; trang bi kién
thac, ky nang chuyen d6i s6 cho can bo, cong chuc, vién chic tir Cap o, ban,
nganh, UBND cap huyén, nguoi hoat dong khong chuyeén trach ¢ cap x4 va To
Cong nghé sb cong dong.

- Phé cap ky nang so cho cac ddi tuong tham gia vao qua trinh chuyén doi
s6, thiic day chuyén doi sd, mé ra co hoi tiép can cac dich vu sé mot cach binh
dang va toan dién.
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- Tao ngudn nhan luc dé thuc hién chuyén d6i sb hiéu qua va bén viing,
gitp thyc hién thanh cong cac muc ti€u trong Nghi quyet so 04-NQ/TU ngay
02/4/2021 ctia Ban Chap hanh Dang b6 tinh vé chuyen d01 s6 tinh Pak Lik giai
doan 2021-2025, dinh hudng dén nam 2030 va Ké hoach s6 203/KH-UBND ngay
29/12/2023 cua UBND tinh vé K¢é hoach chuyén doi s6 tinh Pak Lak nam 2024.

- Nang cao chat luong, hi€u qua cong tac dao tao, boi dudng can bo cong
chire, vién chuce dap tmg yéu cau nhiém vy gan dao tao, boi dudng v6i nhu cau
va dinh hudng phat trién lau dai vé chuyén 601 s0. Gop phan trlen khai thanh cong
Chuong trinh chuyén dbi s ciia tinh, phat trién Chinh quyén sd, kinh té sd, x4 hoi
sO.

2. Yéu cau

-Pao tao, boi dudng can bg, cong chirc, vién chirc dam bao theo chu truong,
dinh hudéng vé nhan luc sb tai K& hoach s6 203/KH-UBND ngay 29/12/2023 cua
UBND tinh.

- Xay dung va phat trién doi ngii chuyén gia an toan thong tin dé bao vé
cho cac hé thong thong tin ciia Pang va Nha nudc.

- Pho cap k¥ nang so cho cac doi tugng tham gia vao qua trinh chuyén doi
sO cua tinh.

I1I. NOI DUNG PAO TAO, BOI DUONG
1. Bao dim an toan khong gian mang - CCNA Cybersecurity
a) Noi dung:

- Xay dung méi truong an toan dé thuc hién phan tich cac su kién (event
logs) de doa tG1 an ninh mang.

- Nam duoc hoat dong cua céc giao thirc mang va dich vu.

- Biét cach sur dung cac cong cu gidm sat dé xac dinh cac cudc tan cong vaoi
cac giao thtrc va dich vu mang.

- Ndm dugc cac phuong thire khac nhau dé ngdn chian truy cap bat hop phap
vao mang may tinh, may chu va dir lidu.

- Biét d4nh gia canh béo an ninh mang.

- Biét cach ung pho va quan 1y sy ¢b an ninh mang.

Noi dung khoa hoc

- Chapter 1. Cybersecurity and the Security Operations Center.

- Chapter 2. Windows Operating System.
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- Chapter 3. Linux Operating System.

- Chapter 4. Network Protocols and Services.

- Chapter 5. Network Infrastructure.

- Chapter 6. Principles of Network Security.

- Chapter 7. Network Attacks: A Deeper Look.

- Chapter 8. Protecting the Network.

- Chapter 9. Cryptography and the Public Key Infrastructure.
- Chapter 10. Endpoint Security and Analysis.

- Chapter 11. Security Monitoring.

- Chapter 12. Intrusion Data Analysis.

- Chapter 13. Incident Response and Handling.

b) S6 16p: 01 1dp, thoi gian 05 ngay/16p. SO lwong: 40 hoc vién/16p.
¢) Thoi gian t6 chirc: Du kién quy 11/2024.

d) Pbi tuong: Cong chirc, vién chiic chuyén trach, phu trach vé cong nghé
thong tin cua cac So, ban, nganh, UBND cac huyén, thi xa, thanh phé; boi Ung
ctru sy ¢6 an toan thong tin mang.

d) Hinh thuc: Tép trung.

2. An toan thong tin cho Lanh dao, quan ly

a) Noi dung:

- Hiéu duoc tAm quan trong cua an ninh thong tin trong bdi canh ngay nay.

- Nam bét duoc cach tiép can hé thong (systematic approach) dé giai quyét
bai toan dam bdo an toan thong tin.

- Gitip cho nha 1anh dao, quan 1y c6 mot quan diém chién luge nhat quan
trong xtr 1y cac tinh hudng, dwa ra quyét dinh cip lanh dao, quan 1y véi cac van
dé an toan thong tin.

NoOi dung khoa hoc

- Gi6i thiéu vé an toan thong tin.

- Tinh hinh va xu huéng vé an toan thong tin.

- Cac ndi dung co ban vé an toan — bao mat thong tin.

- Giai Phap an toan thong tin cho co quan, t chirc.
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- Trién khai chwong trinh dam bao an toan thong tin tong thé cho co quan,
t6 chuc.

- Trién khai an toan thong tin theo luat va cac quy dinh.

- Quan ly rui ro an toan thong tin.

- Duy tri dam bao an toan thong tin trong toan co quan, to chc.

b) S6 16p: 02 1dp, thoi gian 02 ngay/16p. SO lwong: 90 hoc vién/1op.

¢) Thoi gian t6 chirc: Du kién quy 111/2024.

d) Déi tugng: Trudng, phd phong Vian hoa — Théng tin (cap huyén); Chu
tich, phé Cha tich cac xa, phuong, thi tran trén dia ban tinh.

d) Hinh thuc: Tép trung.

3. Tap huin vé chuyén ddi s6, ki ning s6 cho can bd, cong chirc, vién
chirc va ngudi lao dong 1am viéc trong cic co quan tir cip tinh dén cap xa

a) NO1 dung: Bién phép an toan thong tin co ban cho nguoi st dung; K¥
nang thu thap va xir 1y thong tin; K§ ndng an toan thong tin khi sir dung cac cong
cu, nén tang lam viéc/hop truc tuyén; K¥ nang sao luu va phuc hoi dir lidu; Ky
nang sir dung phan mém dung chung ciia tinh.

b) S6 16p: 05 16p, thoi gian 02 ngay/16p. S6 luong: 50 hoc vién/16p

¢) Thoi gian to chirc: Dy kién quy 111/2024.

d) Péi tuong: Can bd, cong chirc, vién chirc va ngudi lao dong 1am viée
trong cac co quan tir cAp tinh dén cap xa.

d) Hinh thuc: Tép trung.

4. Kinh phi

- Nguén chi dao tao nang cao niang luc Cong nghé thong tin cua tinh nam
2024.

- Cac co quan, don vi ctir can b, cong chuc, vién chuc tham gia dao tao,
bdi dudng thanh toan ché do theo quy dinh.

IV. TO CHUC THUC HIEN

1. Cac sé, ban, nganh; UBND céc huyén, thi xi, thanh ph

- Phéi hop v6i S& Thong tin va Truyén thong thuc hién ra soat xac dinh nhu
cau dao tao, boi dudng nang cao trinh d6 va k¥ ning chuyén ddi sé cho can b9,
cong chuc, vién chirc va nguoi lao dong ctia don vi.
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- Cur can bg, cong chure, vién chirc va nguoi lao dong thudc quyén quan ly
tham gia céac 16p dao tao, boi dudng theo yéu cau va so luong dugc phan bo.

2. Phong Cong ngh¢ thong tin
- Hudéng dan, don ddc va giam sat viéc trién khai thue hién Ké hoach nay.
3. Trung tim Giam sat, diéu hanh d6 thi thong minh

- Chu tri phdi hop voi phong Vian hoa va Thong tin cac huyén, thi x4, thanh
phd; cac td chire chinh tri, xa hoi trién khai thuc hién cé hiéu qua cac noi dung
quy dinh tai K& hoach nay.

- Xay dung ké hoach t6 chuc 16p, khao sat, lwa chon cac trudng, trung tam,
doanh nghiép dao tao bdi dudng cho do6i ngii can bo, cdng chuc, vién chac va
nguoi lao dong theo Ké hoach va bao dam tiét kiém, hiéu qua va dung quy dinh
cua Nha nudc.

- Béo cao két qua t6 chuc trién khai thuc hién vé So Théng tin va Truyén
thong biét va chi dao.

Trén day 1a Ké hoach dao tao, boi dudng nang cao trinh d6 va k§ ning
chuyén ddi s6 cho can bo, cong churc, vién chirc tinh Pik Lik nam 2024. Trong
qua trinh trién khai thue hién néu co vuong maéc phat sinh, cac co quan, don vi,
phan 4nh vé So thong tin va Truyén thong dé xem xét, diéu chinh cho phu hop./.

Noi nhn: GIAM DOC
- UBND tinh (b/c);

- Van phong Tinh uy;

- Vin phong UBND tinh;

- Cac Sé, ban, nganh;

- UBND céc huyén, thi x4, thanh ph;

- Phong VH-TT cac huyén, thi xa, thanh phé;
- Gb, cac PGD So;

- Van phong S&, phong CNTT, DakLakIOC;
- Luu: VT, DakLakIOC.

l

Trwong Hoai Anh
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